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ON CYBER LAWS

A Overview of Workshop

The workshop on cyber laws would provide participants with an overview of the legal framework governing cyber
activities in the country. The workshop would cover various relevant topics related to cyber laws including data
protection, electronic signatures, cybercrime, and intellectual property rights. U

India has several laws and regulations in place to govern cyber activities, including the Information Technology Act,
2000, and the Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules, 2021. However,
many individuals and businesses are still not aware of their legal obligations and rights in the digital space.

This workshop on cyber laws will help bridge this knowledge gap by providing participants with an understanding
of the legal framework and best practices for compliance. It will also serve as a platform for discussion and
exchange of ideas on emerging issues and trends in cyber laws.

4 Objectives of the Course

To understand an overview of cyber
laws in India.

To understand different kinds of
cybercrimes and the legal framework

for prevention of cybercrimes and .o re .
contraventions. A Certification
To provide an understanding of the

legal and procedural aspects related
to cyber forensics.

To understand different IPR issues
in cyberspace. A Fee

To understand the law related to the The course fee is INR 15000/~

All participants will be provided with a
certificate on successful completion of
the workshop.

admissibility of digital evidence in which is inclusive of lunch during the
India, role of expert and Examiner of scheduled sessions.

Electronic Evidence.

To understand the role of online ‘ . .

; e - Duration & Location

intermediaries and their role and
obligation in investigation of
cybercrimes.

To understand the legal and regulatory
concerns regarding emerging
technologies including Al, Web 3.0,
Deepfakes etc.

2 days physical workshop will be
conducted offline at NLU Campus.

National Law University, Delhi
Dwarka Sector-14, New Delhi - 110078



A Syllabus

Course Schedule: Offline Mode

S.No. Day 1

8:30- 9:00 Hrs

9:00-10:15 Hrs

10:30-11:45 Hrs

11:30-11:45 hrs

11:45- 13:00 Hrs

13:00-14:00 Hrs
14:00- 15:15 Hrs

15:30- 16:45 Hrs

Registration

Overview of Cyber Laws

+ Introduction about the cyber space

+ Regulation of cyber space — introducing cyber law

+ Scope of Cyber laws

+ Cyber law in India with special reference to the Information Technology Act, 2000

Understanding the kinds of Cybercrimes and Contraventions- Difference in Approach and
the Related Legal Framework

+ Introduction to cyber crimes
+ Classification of cyber crimes
+ Cyber-crime and Related Concepts

Tea

Intellectual Property in Cyberspace - Issues and Concerns

+ Copyright, Trademark & Patent Laws
+ Copyright, Trademark, Computer software and IPR Issues in Cyberspace

Lunch

Industry Specific Rules/Regulations-Part | — Banking & Fin-tech Sector

Industry Specific Rules/Regulations-Part II- TRAI & DoT

S.No. Day 2

9:00-10:15 Hrs

10:30-11:45 Hrs

11:30-11:45 Hrs
11:45- 13:00 Hrs
13:00-14:00 Hrs

14:00- 15:15 Hrs

15:30- 16:45 Hrs

Data Protection for Businesses- Rights & Obligations under the Legal Regime

+ Data Protection Fundamentals
+ Current Indian Regulatory Framework for Data Protection

Regulation of Emerging Technology- Al, Web 3.0, Blockchain and Related Concerns

+ Legal regulation on Emerging Technologies in India
* Legal and Ethical Issues of Emerging Technologies

Tea
E-Commerce- Legal Issues
Lunch

Cyber Security- Emerging Issues and Solutions
+ Cyber Security Directives Issued by CERT-In

Role of Senior Management in Implementation of Information Security Best Practices

+ Protecting Critical Infrastructure and Protected systems. Relevant Case Studies
+ Cybercrimes Reporting Procedures
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